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LKST: Linux Kernel State Tracer

Renesas, Hitachi, Lineo

What is demonstrated
LKST is a kernel debugging tool for Linux which
traces kernel state transition. LKST was originally
implemented on |A-32 based PC server and now is

available for Embedded Systems. ’
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System Failure
Data Capture

Hardware Information
IA-32 PC Server
SH-4(RTS7751R2D), MIPS(RHBMA4400CE),
OMAP(Innovator)

Patch Availability
The patch will be available in the forum patch archive
and at http://sourceforge.net/projects/Ikst/
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How was the Linux
® Hooks

improved

-- fast and slim-line insertion to arbitrary kernel locations

Kernel Execution Thread

static int functionA()

unsigned

Hook Point  LKST_HOOK(EVENT_1,arg1,arg2,...);

spin_lock_irgsave(&lockA, flags);

® MaskSet
-- Linking Event wit

Event

LKST_HOOK(EVENT_1...); ==

® Event Buffer

maskset B

Event Handler

Branch void handler_B(arg1,arg2,...)

int flags;

{

)
}

h Event Handler

MaskSet
maskset A
EVENT_1=handler_B
EVENT_2=handler_A

EVENT_4=Nothing

<)

Link Event with Handler

lkst_evhandlerprim_entry_log(..

Event Handler
void handler_A(...)

EVENT_3=>handler_C |~~~ void handler_B(...)

void handler_C(...)

-- Flexible Data Structure Convenient for Debugging
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— kernel.org-2.6. 9+F7 —FT I F v /\UF
— 2.4%(CELinux-040503, MontaVista Linux 3.1)

* T—FTIOFv
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version | kernel.org | CELinux | MontaVista

2.6.9 040503 3.1

arch

1386 O

x86 64 O

1264 O

mips O O 0

arm O

sh4 O
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P kernel®config
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— CPO(Co-Processor 0)DAIEZLTRAZDIE

o TX49EH DA% M
- NERAIHN3chIZEEHHD THIARIEE? EAEEE AN
« OMAPEIE DAL A0 TRE,
— NP AIHI3chiEEHSD THIFHTEE ? R (FTHHAIC
« SHEIED A 0

— OMAPH%W@g’r?b\%éO)T*”HﬂTHI:./ kerne|0)config
TEIR

2006/1/20 CELF Tokyo Jamboree Copyright © Hitachi,Ltd.2006 All rights reserved 9



BRALRZ D TEFEDLEER

als i FER
jiffies N—RIVINERjiffiesZzSHRT D, | #1. FBEITHZRE(2.6.9-
TX49(%1000)

2.6.9TIL64bit B T. B
HESRE (T 32bitlE

OK)
xtime 11— JLINZ £ struct timespec it ETEESRTE
xtimeZx ST B, 3 EBFEUHL
struct timespec { current kernel time()
time ttv_sec; long tv_nsec; HTIE Z L (nsec) MR E 1
L N—FIZELYES
gettimeof | do gettimeofday()ZxFEU1=9, MIBMNEMTELY,
day HTlZZ U (usec) D FERE(E

IN—FRIZ&LYES

MIPS- CPODAD BV RSB 5, | FBEIFICPURIRED1/2,
CP0O L X ZMIEH32bit

2006/1/20 CELF Tokyo Jamboree Copyright © Hitachi,Ltd.2006 All rights reserved 10



R—TF 4 VT EEDEE R
e jiffies
— 2.6 9CIXHAEM-300*HZE D THEEHAERES !
=& (Zjiffies| 2300*HZE B3
— LKSTIEXTSCO BIR A IKHZLL L ZHi iR
>jiffiesD{EZ msec B[22 R
* MIPS CPOAIUALTRA
— 32bit7F D TI < 1E T H(300MHZT28F)
S IEAANEBTA—/\—EIEZEHDI
- BREEATIHIEANRVIRERBRZINEALZATNS

:@ RILDEFBL=-2O0VIRERBHAEHESTLN=DT
J._

EIEX. A—RILDFAINALI ZA)EFRDE 7S
L= ENEFELE..

2006/1/20 CELF Tokyo Jamboree Copyright © Hitachi,Ltd.2006 All rights reserved 11




LKSTHR—F 4 V5 HA R

HRT7—XTIOF v R—MILELGEE
— a7 HEED T IV I+r—LEEEE
— arch/HOGE include/asm-HOGE/LL T D AR T YO D HE ZH
o OATHEBE(WNIR)
— machine counter& 2 D B R D E1F

— program counter BX %

- AJLa—REBDTIIVIAD) A

. arch/HOGEOD’(’\/|~7‘J715&')J&f7+(‘é B% AT BE)
VAT La—)LIT M) (scall32-0.S, entry. S7TE &)
— ;2T XI5 AL TR (traps.c)
— FYAH(irq.c)
_ ATYEEO— B (fault.c)
— W—RILAL Y& Bl(process.c)
— 1/O(io.h)
— 7—XTOF¥IKRERXE > O Y (spinlock.h)
— EHRAATZARN D —E (Ikst_etypes.h)
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— [ElRE: HAHEMAIZLinuxZ B HE{EX T
CPUE M ERELERT SEIENFELE,
* CPURIAZEZvmstat CRAELT=ECA, EAHNZFH
L TULNSEAFIBA
* /proc/interrupts A T DT —%4%, EHARIIZH AL T,
H/WT INNA AN DEAAIRREF VY
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 LKSTO{ERAE

— IN—FDITEHAHDARDHERL—R
« SBERTHANUFEINT HARDWARE ENTRY D& IZ

C—

X AE o
o LKSTORL—REERFRY)TTHEEAT

—~ LKSTOH AFBRKY . BEXFHRDAHZCSVH
W i
* lkstbuf print -rCSV -f $1 | cut -d, -£1,2,3,4,5,8,11,14,17
| tr ¢,> ¢ ¢ > trace.csv

"interrupt_hardware_entry"| 00100000206]1946685659 119999000
AR NZFR A+ XID

0x0000002510x00000001 0x80199134 0x00000000
IRQ&E=
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— CSVERIZEBELI-T—2&Y. BRELI-irqE S

&R

$IRQDB
0x0000000e
0x00000010
0x00000024
0x00000025

* grep interrupt hardware entry STRACELOG |cut-d''-f7 | sort |
uniq > $SIRQDB

I A =—YRIRQESZEF

* grep interrupt_hardware entry $TRACELOG | grep -4 $SIRQNO
IRQDBDIRQF U /N\EIZ, ARV DFEERBZENI
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BREG FAHEEONE (4)

° En mﬁ?%@‘fﬁll
IRQ nodY . 12C/ ﬁ‘xty\e@j
T P T TP T %Hﬁﬁf%é$7§§b M3, TP TP TP T

IRQ_NO = OXOOOOOOO* bunt = 1998
IRQ_NO = 0x0000001| /count =923
IRQ_NO = 0x00000( , count = 4
IRQ_NO = 0x0000001c , count =1
IRQ_NO = 0x0000001d , count = 799
IRQ_NO = 0x0000001e , count = 138
IRQ_NO = 0x00000022 , count = 1344
IRQ_NO = 0x00000023 , count =910

IRQ_NO = 0x00000024 , count = 587
IRQ_NO = 0x00000025 , count = 4684
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* LKSTIZI&. A—RILERTADTYIRAUE
XD T, FRRIZTVIEFEMLT=,
— 71— )L MontaVista Linux 3.1
— B J74 )L arch/mips/kernel/semaphore.c

~ ZHBEZ  up(), down trylock()
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void __ up(struct semaphore *sem) void __down_trylock(struct semaphore * sem)

{ {
wake_one_more(sem); Il added [start]-----
wake_up(&sem->wait); LKST _HOOK(LKST _ETYPE_K SEM DOWN,
/—— added -—--———————-—- [star LKST_ARG(&sem->count),
LKST_HOOK(LKST_ETYPE LKST_ARG(&sem->sleepers),
LKST_ARG(&sem->count), LKST_ARG(0),
LKST_ARG(&sem->sleepers), LKST_ARG(0));
LKST_ARG(0), Il added [end ]-----
LKST_ARG(0)); return waking_non_zero_trylock(sem);
[[~===mmmm - added ------------- [ end ]----- }

}
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* lkst etype.hMIEIE
ARVNES | ARVRA

//0x106 event

LKST_ETYPE_DE NORMAL,‘kerneI semaphore is up”, \

"sem_count", \
"sem_sleepers", \
"NULL", \

"NULL")

//0x107 event
LKST_ETYPE_DEF(0x107, NORMAL, K_SEM_DOWN,"kernel semaphore is down", \
"sem_count", \
"sem_sleepers”, \
"NULL", \
"NULL")
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BRER H—RILEIITADAE (5)
o $HEBI

event_type=kernel semaphore is up
cpu=00, pid=00000129

time=Sat Jan 01 00:04:16.245140414 2000
arg1=0x00000000 00000000 : sem_count
arg2=0x00000000 00000000 : sem_sleepers
arg3=0x00000000 00000000 : NULL
arg4=0x00000000 00000000 : NULL
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